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master equation and the generating function technique. Using the overload probability, we propose the cascading process below.
* The robustness of a network is measured by the critical load reduction
parameter 1. above which the relative size 5¢ of the giant component at
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~1. Introduction N Examples: | o
* Injections of public money to markets or special low-interest
Robustness of networks to failures lending facilities in trading networks
+  Large-scale blackouts on power grids * Usage restriction of electricity to protect power-supply systems
e Communication failure in the Internet
. Spreading diseases 3. Calculate the overload probability Fy, (k,, k) of every node, and
. et remove nodes from g, with the probability Fy, (kq, k).
= Percolation problem on networks
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Real-world failures Determined at currenttime 7 Determined at initial time
 Chain bankruptcy on a trading network . .
* Large-scale blackout by cascading failures of componentsin a power supply system \_ 4. Repeat procedures 2 and 3 until no node is removed. Y
* etc.
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Cascading overload failures on networks To formulate the cascade process by a master equation,
(Failures induce further subsequent avalanche of failures.) we introduce following two quantities:
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functionality flow =load
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Fluctuating loads e K=k
Actual loads are temporally fluctuating. o e ::: ::: | - . % 5 T
load = average load + fluctuating load &y gl STV rime evolution of It (ko, i) -1
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overload failures - /
overload failure by fluctuating loads 6. Results
> subsequent avalanche of failures (cascade) * Robustness of networks against cascading failures
_ Are SF networks still fragile to cascading failures by fluctuating loads? Load reduction parameter r dependence of GC size S at final stage
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2, ObjeCtive 0.6} ! < Erdos-Rényi random graph
To clarify how robust scale-free networks are against 0.5} 1 < Scale-free random graph
. . . aall ' with y = 2.5
cascading failures by fluctuating loads. o %
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* Discretized loads Random walkers %0
r
* Total load Total number of random walkers (Wy) SF networks are ROBUST against cascading failures by fluctuating loads.
e Loadonnodei Number of random walkers on node i (w;) » Consistency of our result
* Overload failures of node i w; exceeds the capacity g; of i node Shortest path flow model based on 10 N
The overload probability is quantified under the above assumptions. the partial betweenness centrality w; = 107
T, _ e -3
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Random walk on a network J. D. Noh and H. Rieger, PRL 92, 118701 (2004). G o(Jlj’) 1 Ku K Ny(Ng—1)/2 § 10°
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B | E, (k) = f Ay, (W) dw Overload probability is a decreasing
qx = (W) + M0y Capacity Ak function of degree k!




